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Abstract of the contribution:  This contribution proposes the inclusion in TR 23.799 (Study on Architecture for Next Generation System) of a key issue for critical communications support.  This proposal takes into account the Stage 1 SMARTER and CriC use cases and potential operational requirements being developed by TSG SA WG1 in TR 22.891 (Feasibility Study on New Markets and Technology Enablers; Stage 1) and TR 22.862 (Feasibility Study on New Markets and Technology Enablers – Critical Communications; Stage 1), respectively.  The intent of the contribution is to help ensure that the NexGen system architecture specification will adequately support current and emerging critical communications, including mission-critical (i.e., public safety) communications.
1. Introduction

This contribution proposes the inclusion in TR 23.799 [1] (Study on Architecture for Next Generation System) of a key issue for critical communications support.  This proposal takes into account the Stage 1 SMARTER and CriC use cases and potential operational requirements being developed by TSG SA WG1 in TR 22.891 [2] (Feasibility Study on New Markets and Technology Enablers; Stage 1) and TR 22.862 [3] (Feasibility Study on New Markets and Technology Enablers – Critical Communications; Stage 1), respectively.  The intent of the contribution is to help ensure that the NexGen system architecture specification will adequately support current and emerging critical communications, including mission-critical (i.e., public safety) communications.
2. Background on Critical Communications Use Cases and Potential Operational Requirements

The support of existing and emerging critical communications in general and mission-critical (i.e., public safety) communications in particular by the next generation system architecture is clearly established in the Stage 1 SMARTER and CriC use cases and potential operational requirements specified in TR 22.891 [2] and TR 22.862 [3], respectively.  

From TR 22.891 [2] it can be observed that critical communications and mission-critical communications are discussed in many of the SMARTER use cases and potential operational requirements that have been identified as not being able to be met by the existing 3GPP EPS.  To aid the development of high level service requirements to be supported by the 3GPP next generation system, these Stage 1 use cases and potential operational requirements are grouped into four categories (see clause 4 of TR 22.891 [2]):

1) Enhanced Mobile Broadband

2) Critical Communications

3) Massive Machine Type Communications

4) Network Operation
5) Enhancement of Vehicle-to-Everything
In this regard, the category of Critical Communications (CriC) is the subject of TR 22.862 as stated in clause 1 of TR 22.862 [3]:

The present document covers Critical Communications. The main areas where the 3GPP system falls short in meeting the requirements of Critical Communications is latency, reliability, and availability. These requirements can be met with an improved radio interface, optimised architecture, and dedicated core and radio resources. … 
The following extract from clause 5.1.2.3 of TR 22.862 [3] provides a perspective of what will be specified for the category of Critical Communications:

In order to enable certain services related to ultra-reliable communications, a minimum level of reliability and latency is required to guarantee the user experience or enable the service initially. This is especially important in areas like eHealth or for critical infrastructure communications.

Mission critical communication services require preferential handling compared to normal telecommunication services, e.g., in support of police or fire brigade.

Examples of mission critical services include:

-
Industrial control systems (from sensor to actuator, very low latency for some applications)

-
Mobile Health Care, remote monitoring, diagnosis and treatment (high rates and availability)

-
Real time control of vehicles, road traffic, accident prevention (location, vector, context, low Round Trip Time RTT)

-
Wide area monitoring and control systems for smart grids

-
Communication of a critical information with preferential handling for public safety scenarios
-
Multimedia Priority Service (MPS) providing priority communications to authorized users for national security and emergency preparedness.

Overall, mission critical services are expected to require significant improvements in end-to-end latency, ubiquity, security, robustness, availability, and reliability compared to UMTS, LTE, and WiFi.

Table 5.1.2.3.1: Example mission critical use cases

	Sample use case
	Description
	Critical requirements

	Substation protection and control
	Automates fault detection and isolation to prevent large scale power outage

For example, Merging Units (MUs) perform periodic measurements of power system components, and send sampled measurement data to a Protection Relay. When the Protection Relay detects a fault, it sends signals to trip circuit breakers
	• Latency: as low as 1 ms end-to-end

• Packet loss rate: as low as 10-4
• Transmission frequency: 80 samples/cycle for protection applications. 256 samples/cycle for quality analysis and recording

• Data rate: ~12.5 Mbps per MU at 256 samples/cycle

• Range: provide coverage to the substation

	Smart grid system with distributed sensors and management
	A smart grid system aims at improving the efficiency of energy distribution and requires prompt reaction in reconfiguring the smart grid network in response to unforeseen events
	Performance requirements are derived from EC FP7 project METIS Deliverable D.1.1:

• Throughput: from 200 to 1521 bytes reliably delivered in 8 ms

• One trip time latency between any two communicating points should be less than 8 ms for event-triggered message that may occur anytime

• Device density

-- dense urban hundreds of UEs per km2
-- urban around 15 UEs per km2

-- populated rural max 1 UE per km2

	Public Safety
	Operation of first responders in case of fire or other kind of emergency situation
	Public Safety requires preferential handling of its traffic

	Multimedia Priority Service (MPS)
	Priority communications to authorized national security and emergency preparedness (NS/EP) users in times of disasters and emergency. Authorized NS/EP users have to rely on public network services when the communication capability of the serving network may be impaired, for example due to congestion or partial network infrastructure outages, perhaps due to a direct or indirect result of the emergency situation and therefore needs preferential handling and priority access to communication resources.
	MPS requires preferential handling, and priority treatment.


Further, additional information concerning mission critical services has recently been included in the draft CriC TR as stated in clause 5.6 of TR 22.862 [3]:
5.6
Mission critical services

5.6.1
Description

Editor’s Note: This description comes from SMARTER TR 22.891 section 5.1, 5.2, 5.3, 5.12, 5.31, 5.54, 5.65, 5.68, and 5.72.

The use case family of Mission critical services covers those use cases in 3GPP TR 22.891 [2] that describe communications that are critical and need a higher priority over other communications in the networks, and require some means of enforcing this priority. Also use cases that provide coverage and services in remote or catastrophe-stricken areas have been included.

The mission critical communications may need a higher priority over regular traffic because it is used to control devices that have very high latency or reliability requirements. Some other types of mission critical communications may need a higher priority when the network is overloaded, e.g., fire brigade personnel having a higher priority over other users on the site of the fire.

5.6.2
Traffic scenarios

5.6.2.1
Public Safety Lifeline

In many cases, public safety responders are called upon to enter disaster areas within enclosed spaces, such as burning buildings, collapsed mines, sinking ships, and subway tunnels.

According to the "NGMN 5G White Paper" [p] section 3.2.1, sub-clause xvii:

Public Safety - The public safety organisations will need enhanced and secure communications. This, for instance, will include real time video and ability to send high quality pictures. The main challenge is to ensure (ultra) reliable communication over the entire footprint of the emergency services including land, sea, air, in-building and some underground areas such as basements and subway systems. It will also require priority over other traffic (in networks shared with other users), ability for direct communication between devices, and high security.

In these situations distributed antenna systems, WiFi and other in-building communication systems may not be functioning properly. It is necessary for responders to have a method for reliable communications, even if at minimal levels. In these situations the employed radios need to work under a potentially very large path loss, yet still provide prompt delivery of media. Both network mediated and direct device to device communications are envisioned.

5.6.2.2
Public Safety Situational Awareness

Editor’s Note: This traffic scenario needs further elaboration, clarifications, references and information.

Within the timeframe of 5G, the public safety officer is expected to rely heavily on advanced analytics in order to "digest" the environment and produce relevant audio and visual feedback. An example of such application is an augmented reality overlay in a heads-up display and audio. This information may be generated by a large central processing hub operating on continuously updating input from fixed sensors; another possible source can be a 4π steradians video and audio from the public safety officer. This type of application may require a very high uplink bit rate in order to transfer the video and audio data to the central processing hub. As an example, the service may have to be able of uplink transfer of 100 Mpixel picture each second ("high quality" Q = 50 JPEG) plus five-microphone HD audio and of downlink transfer of 1 Mb audio/visual annotated file each second.

5.6.3
Potential requirements

Editor’s note: Text in this section has been accepted on a provisional basis and is subject to further scrutiny, clarifications, and inclusion of additional information.

The 3GPP system shall provide uplink and downlink data transfer rates for public safety group and private communications, supporting real-time voice, video and data to users that are stationary or who move at pedestrian speed.

The 3GPP system shall be capable of providing real time audio and video information derived from real-time processing of data obtained in the environment surrounding a public safety officer and correlated in a timely fashion with relevant databases.

3. Discussion
In consideration of the ongoing Stage 1 SMARTER specification work in general and CriC specification work in particular, the following observations are made:

Observation 1:  A significant number of SMARTER use cases and potential operational requirements involve critical communications, including mission-critical communications.

Observation 2:  A significant number of SMARTER use cases and potential operational requirements are expected to be relevant for consideration across the architectural assumptions/requirements and key issues to be addressed in TR 23.799.

Observation 3:  The CriC use cases and potential operational requirements have been grouped to be considered largely apart from the other SMARTER categories.

4. Proposals
From consideration of Observation 1 and Observation 2 the following is proposed:

Proposal 1:  Consider critical communications, including mission-critical communications, based on the SMARTER use cases and potential operational requirements (broadly understood) in the study of all relevant NexGen architectural assumptions/requirements and key issues to be addressed in TR 23.799.

From consideration of Observation 3 the following is proposed:

Proposal 2:  Include a key issue in TR 23.799 for critical communications support to consider the CriC use cases and potential operational requirements.

From consideration of Observation 1, Observation 2, and Observation 3 the following is proposed:

Proposal 3:  Within the TR 23.799 critical communications support key issue consider any aspects of critical communications, including mission critical communications, affecting the study of the architecture for the next generation system that cannot be suitably addressed in other TR 23.799 key issues.
5. Benefits of the Proposals
The main benefits of the proposals are:

Benefit 1:  The SMARTER use cases and potential operational requirements involving critical communications, including mission-critical communications, will be taken into account in the development of TR 23.799. 

Benefit 2:  The CriC use cases and potential operational requirements will be taken into account in the development of TR 23.799. 

Benefit 3:  A key issue will exist in TR 23.799 to provide a home for the NexGen architectural study of critical communications, including mission critical communications, use cases and potential operational requirements that cannot be suitably addressed in other TR 23.799 key issues.
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7. Proposed modification of TR 23.799 V0.2.0
Consistent with proposals made above, the following provides the proposed changes to the text of TR 23.799 [1].
Start of First Change
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End of First Change 

Start of Second Change

5
Key Issues

5.x
Key Issue x – Critical Communications Support
Editor’s Note:  This key issue will identify how critical communications, including mission-critical communications (i.e., public safety), need to be and can be supported by the NexGen architecture in consideration of the Stage 1 CriC use cases and potential operational requirements specified in TR 22.862.  As necessary, this key issue will also address critical communications, including mission-critical communications, use cases and potential operational requirements for SMARTER as specified in TR 22.891 and other relevant Stage 1 service requirements.

5.x.1
Description 

The current EPS falls short in adequately supporting current and emerging critical communications, including mission-critical communications (i.e., public safety), in the areas of latency, accuracy and dependability (including reliability), and availability.  These shortcomings apply both on-network and off-network for one-to-one and group (i.e., one-to-many and many-to-many) communications involving voice, data, video, and multimedia services as has been determined in the Stage 1 SMARTER study (TR 22.891 [x1]) and the Stage 1 CriC study (TR 22.862 [5]).  In this regard, the following areas are identified for NexGen architecture study under this key issue involving consideration from the EPS, CN, RAN, UE, IMS, and application perspectives:
1. NexGen architecture support of latency needs for critical communications.
The NexGen architecture study under this key issue will include consideration of the allocation of end-to-end functional and performance responsibilities concerning the latency aspects of service access, information transfer, and disengagement.
2. NexGen architecture support of accuracy and dependability needs for critical communications.
The NexGen architecture study under this key issue will include consideration of the allocation of end-to-end functional and performance responsibilities concerning the accuracy and dependability (including reliability) aspects of service access, information transfer, and disengagement.
3. NexGen architecture support of availability needs for critical communications.
The NexGen architecture study under this key issue will include consideration of the allocation of end-to-end functional and performance responsibilities concerning service availability and consideration of existing and enhanced priority and pre-emption and related mechanisms not covered elsewhere in this key issue.
4. NexGen architecture support of other needs for critical communications.
The NexGen architecture study under this key issue will include consideration of the allocation of end-to-end functional and performance responsibilities concerning other relevant potential service and operational requirements, including NexGen architecture support of higher accuracy positioning and mission-critical application architectures (e.g., MCPTT, IOPS).
The Critical Communications Support key issue will be addressed in coordination with other key issues to avoid overlap and to promote completeness in the NexGen architecture study.  
Editor’s Note:  As the SMARTER, CriC, and related service requirements are further developed in the relevant Stage 1 specifications and the NexGen architecture assumptions/requirements and key issues are further developed in the present Stage 2 document, refinement of the Critical Communications Support key issue will be made as appropriate.
End of Second Change 
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